
Cross-Platform Compatibility
By providing students 24/7 access to technology and the ability 
to extend learning beyond the traditional brick and mortar school, 
districts can leverage Netsweeper Filtering Technology for 
Windows, Mac, Chrome OS, iOS, and Android.

Utilizing technology in the classroom is becoming increasingly more essential in preparing today’s youth with the skills 
they need to succeed in our tech-driven world. With the integration of 1:1 programs, teachers and students can harness 
the power of technology to collaborate, create, communicate, and learn. The Netsweeper Platform directly addresses 
this growing initiative by providing the necessary tools to protect students, whether at school, at home, or anywhere they 
access the internet with their 1:1 device. 

UNIVERSAL STUDENT PROTECTION
1:1 DEVICE INITIATIVE

Features and Benefits Provided by Netsweeper

• Promote student achievement in a safe learning environment, protecting from web-borne threats such as viruses, malicious 
anonymous proxies, and inappropriate content.

• Centralized web-based administration tools enable IT Managers to control Internet access and activity on a global, group or per 
user level while also delegating access controls to other designated staff, including teachers.

• Empower teachers with detailed reporting on internet parental controls activity to ensure usage is positively impacting student 
performance, at school, and off campus.

• Provide software to manage Internet access on laptops and mobile devices. 

• Comprehensive data on all Internet user activity can be accessed in the creation of reports designed to support investments in 
network operations, eLearning initiatives and paid for content.

• Ability to better manage network bandwidth by controlling access to high bandwidth resources.

Enhanced Learning 
Over blocking is a common concern when implementing any filtering 
platform. With Netsweeper’s solution however, schools are given the 
flexibility, not only to control access to specific content, but also the 
ability to vary the filtering strength for age appropriate content.
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Dynamic Web Content Classification 
Our core proprietary technology reviews and categorizes new websites in 
real-time in over 90 categories. This Artificial Intelligence based system or 
CNS (Category Naming Service) uses the search activities patterns of more 
than 500 million devices worldwide to constantly classify new Web content 
and Web-borne threats. 

Policy Service
Define and manage web access privileges based on username, groups, time, 
day, protocol and much more. User based rights allow you to personalize 
access based on IP address, user, or group. Time and Calendar based rights 
enable you to grant web access specific days or hours, hence increasing 
productivity and capping bandwidth to ensure business-critical functions 
won’t be impacted.

Reports
Generate reports to review Internet usage on your network. Netsweeper 
Reporting service provides insight into network traffic or information on 
specific requests, websites, or users. This high-performance reporter 
can gather requests based on specified criteria and sort them, calculate 
statistics, and present results in tables and charts.

NSProxy – Selective SSL Decryption
NSProxy service is an advanced high speed proxy capable of delivering 6Gbps 
of SSL decryption throughput or support for up to 20,000 users/per server. 
NSProxy solves a key filtering issue as more Web sites become SSL-enabled. 

BYOD & Client Filters
Netsweeper is a device agnostic platform, although for off network usage 
simplify and protect with Netsweeper’s Client Filter Technology. Netsweeper 
develops and distributes native web filtering clients for Windows, MAC OSX, 
Chrome, Android, and iOS.

Application Controls
Netsweeper provides the most effective controls for managing Web 
applications, including the ability to control the use of leading social media 
applications such as Facebook, Instagram, Twitter, Flickr, YouTube, LinkedIn 
and more. IT can apply policies based on a wide range of criteria, including 
user, group, applications, postings, and media transfer controls.

Malware, Phishing and Virus Protection
By correlating traffic and request trends with multiple detection technologies 
Netsweeper provides zero-day detection of known malware threats such as 
viruses, spyware, phishing frauds, and other forms of malicious code. 

Filtered DNS
Netsweeper makes security simple by providing a highly scalable embedded 
filtered DNS service. The service provides low latency, high availability and is 
a cost-effective way to make Netsweeper policy enforcement and services 
available to your users.

Tech Specs
Deployment Options
Network TAP/Bridge Port mirroring
Inline NS Proxy & Squid Proxy ISA Server
Cisco/Sandvine/Procera/Niagara Integrations
Web API for Custom portal development
Virtualized deployment options: Amazon AWS, Microsoft Azure, 
VMware
 
Netsweeper System Requirements
Minimum recommended:  3GHz processor, 16GB RAM, 2x100GB HD, 
2 NICs (system requirements vary widely based on traffic volume and 
deployment model)

Netsweeper NS Proxy System Requirements
Minimum recommended:  3GHz processor, 16GB RAM, 2x100GB 
HD, 2 NICs (system requirements vary widely based on traffic volume)

Authentication
Integrations to LDAP, Active Directory, eDirectory, Radius, 
Captive Portal - Transparent authentication options, Microsoft IIS 
Authenticated Redirect Portal, Single Sign On (SSO) for Google and 
Microsoft
 
Scalability 
Proven customer deployments from hundreds to millions of endpoints 
on networks with 100Gbps (or more) in traffic.
 
WebAdmin Language Support
Arabic, English, French, German, Greek, Japanese, Portuguese, 
Russian, Thai and Turkish


