
Protects from unwanted web content
Leveraging the power of the web can be a challenge for small businesses. 
Web threats, malware and phishing can put business information at risk, and 
of course productivity can be a challenge in the face of online video, social 
media, online games and other distractions.

 A SME does not often have the IT resources to buy and maintain filtering 
appliances or install client software across all computers in the business, and 
this is where a service provider like Netsweeper can step in.

Reduce churn and increase ARPU
At Netsweeper we want to help reduce your churn keeping customers by 
your side, while increasing your ARPU. Netsweeper provides active visibility 
into data-in-motion network traffic, enabling enterprises with stronger 
security and improved employee productivity. 

The Netsweeper platform in combination with its high performance, 
saleable, multi-tenant reporter enables service providers to deliver advanced 
intelligence and management solutions to enterprise, government, and 
service provider networks to operate more efficiently and effectively in a way 
that will keep your customers happy. Ultimately, the best Internet filtering 
providers offer fully customized solutions that go hand in hand with your 
select requirements, and Netsweeper does exactly that.

Increases employee productivity (fewer interruptions) 
According to Business Insider, a 2015 Harris Poll asked 2,138 hiring 
managers and human resources professionals, and 3,022 full-time, 
private sector workers, “What causes workers to waste the most time 
at the office?” The survey reported that 39% said Internet surfing is a 
big productivity stopper, and 38% cited social media, specifically. For a 
10-person enterprise with staff earning $25/hour, averaging 30 minutes of 
daily time wasted, this translates into a  $2500/month productivity problem. 

To increase employee productivity, Netsweeper will work with you to deploy 
our web filtering technology in your network in order to avoid problems like 
the ones mentioned above. 

Enforces acceptable corporate policies 
With a wealth of information available on the Internet, plus the increased 
use of web-based applications and tools, Internet usage is bursting in today’s 
enterprise world. However, this overwhelming demand for Internet access at 
work has created a host of potential problems for employers. 

Without properly managing employee Internet access and publishing an 
Internet Acceptable Use Policy (AUP), businesses are vulnerable to Internet 
abuse, which may result in lost productivity, network infection, legal liabilities, 
increased infrastructure costs and the loss of sensitive information.

In today’s world, the Internet is a powerful tool used by everyone everywhere, which means it is crucial for organizations 
to have a sustainable web content filtering system. With Netsweeper, managed services providers can deliver the data 
your business customers want; carriers can reduce churn and increase ARPU (average revenue per user) by providing a 
delightful user experience to their subscriber base. 

The primary benefit to having Internet filtering software is that it protects from unwanted web content, increases 
employee productivity, and enforces acceptable corporate use policies enabling organizations in reaching their goals. 
Netsweeper has the experience and the expertise to work with you in delivering a solution that matches your unique 
technology and commercial requirements, making us a valuable solution to your Internet filtering problems.

SMALL & MEDIUM 
ENTERPRISES

“I selected Netsweeper based on 
functionality, supportability, price, 
adherence to safe guarding and 

productivity initiatives as it is clearly the 
most capable solution I have seen.”

 - Graeme Bower, TSI

“Netsweeper is not just a technology 
vendor; they are an active partner 

that supports our vision as we develop 
innovative, world-class security solutions 
to support a rapidly growing network and 

to serve our valued customers.”

- Walid Kamal, SVP Technology, Security & Risk Management
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Dynamic Web Content Classification 
Our core proprietary technology reviews and categorizes new websites in 
real-time in over 90 categories. This Artificial Intelligence based system or 
CNS (Category Naming Service) uses the search activities patterns of more 
than 500 million devices worldwide to constantly classify new Web content 
and Web-borne threats. 

Policy Service
Define and manage web access privileges based on username, groups, time, 
day, protocol and much more. User based rights allow you to personalize 
access based on IP address, user, or group. Time and Calendar based rights 
enable you to grant web access specific days or hours, hence increasing 
productivity and capping bandwidth to ensure business-critical functions 
won’t be impacted.

Reports
Generate reports to review Internet usage on your network. Netsweeper 
Reporting service provides insight into network traffic or information on 
specific requests, websites, or users. This high-performance reporter 
can gather requests based on specified criteria and sort them, calculate 
statistics, and present results in tables and charts.

NSProxy – Selective SSL Decryption
NSProxy service is an advanced high speed proxy capable of delivering 6Gbps 
of SSL decryption throughput or support for up to 20,000 users/per server. 
NSProxy solves a key filtering issue as more Web sites become SSL-enabled. 

BYOD & Client Filters
Netsweeper is a device agnostic platform, although for off network usage 
simplify and protect with Netsweeper’s Client Filter Technology. Netsweeper 
develops and distributes native web filtering clients for Windows, MAC OSX, 
Chrome, Android, and iOS.

Application Controls
Netsweeper provides the most effective controls for managing Web 
applications, including the ability to control the use of leading social media 
applications such as Facebook, Instagram, Twitter, Flickr, YouTube, LinkedIn 
and more. IT can apply policies based on a wide range of criteria, including 
user, group, applications, postings, and media transfer controls.

Malware, Phishing and Virus Protection
By correlating traffic and request trends with multiple detection technologies 
Netsweeper provides zero-day detection of known malware threats such as 
viruses, spyware, phishing frauds, and other forms of malicious code. 

Filtered DNS
Netsweeper makes security simple by providing a highly scalable embedded 
filtered DNS service. The service provides low latency, high availability and is 
a cost-effective way to make Netsweeper policy enforcement and services 
available to your users.

Tech Specs
Deployment Options
Network TAP/Bridge Port mirroring
Inline NS Proxy & Squid Proxy ISA Server
Cisco/Sandvine/Procera/Niagara Integrations
Web API for Custom portal development
Virtualized deployment options: Amazon AWS, Microsoft Azure, 
VMware
 
Netsweeper System Requirements
Minimum recommended:  3GHz processor, 16GB RAM, 2x100GB HD, 
2 NICs (system requirements vary widely based on traffic volume and 
deployment model)

Netsweeper NS Proxy System Requirements
Minimum recommended:  3GHz processor, 16GB RAM, 2x100GB 
HD, 2 NICs (system requirements vary widely based on traffic volume)

Authentication
Integrations to LDAP, Active Directory, eDirectory, Radius, 
Captive Portal - Transparent authentication options, Microsoft IIS 
Authenticated Redirect Portal, Single Sign On (SSO) for Google and 
Microsoft
 
Scalability 
Proven customer deployments from hundreds to millions of endpoints 
on networks with 100Gbps (or more) in traffic.
 
WebAdmin Language Support
Arabic, English, French, German, Greek, Japanese, Portuguese, 
Russian, Thai and Turkish


