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The EU General Data Protection Regulation 
The EU General Data Protection Regulation (GDPR) is a new European Union regulation that takes effect 
in May 2018. It applies to every organization, company or business – regardless of the entity´s location – 
that gathers, stores or processes data relating to EU residents. 

The aim of GDPR is to give residents of EU countries more control over how their personal data is 
gathered, stored and processed; and every organization, company or business that interacts with 
residents of EU countries must comply with GDPR or risk having stiff penalties imposed upon them. 

Due to the volume of changes that may be required within an entity´s data mechanisms, organizations, 
companies and businesses who gather, store or process data are being advised to act now to ensure 
they are compliant with the EU General Data Protection Regulation by May 2018. 

GDPR Changes How Personal Data is Defined 
One of the most significant changes from previous EU data protection directives relates to the definition 
of personal data. Whereas previous directives have been comprehensive in defining what constitutes 
personal data, GDPR expands on this definition to include online identifiers. 

According to the EU General Data Protection Regulation´s guidelines, online identifiers can include IP 
addresses and “cookies”. This implies that if your website is accessible by residents of EU countries, and 
you place cookies on their computers, you are subject to the new regulations. 

Other changes to how personal data is defined includes any identifiable information relating to an 
individual´s mental, economic, cultural or social identity; any identifier relating to their location, genetics 
or biometrics, and the provision of health services that may reveal an individual´s identity. 

How to Comply with the EU General Data Protection Regulation 
To comply with GDPR, entities should review their existing systems for gathering, storing and processing 
personal data, and implement security measures and privacy policies where necessary. Entities should 
be aware that individual member states of the EU may have additional requirements. 

Entities whose primary activities are data gathering, storage or processing must engage a Data 
Protection Officer. This person´s specialist role will be to provide independent supervision of an entity´s 
compliance with the EU General Data Protection Regulation. 

Data Protection Officers should be appropriately qualified, and ideally understand the entity´s technical 
and organizational structure. He or she should also be familiar with the entity´s IT infrastructure and the 
technology used to comply with GDPR. 

The Penalties for Breaching the EU General Data Protection Regulation 
Compliance with the EU General Data Protection Regulation is mandatory and the penalties for 
breaching GDPR are significant. Each member state´s Data Protection Authority can impose fines of up 
to €20 million or 4% of the entity´s global turnover depending on the nature of the breach. 

Consideration of the efforts made to mitigate the risk of a breach will naturally be considered. However, 
if an entity has failed to review its existing systems for gathering, storing and processing personal data, it 
would still likely face a substantial fine – even if the breach was accidental. 
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Further penalties – including criminal prosecution – may apply if an entity has failed to notify the 
relevant Data Protection Authority of a breach within seventy-two hours. Individuals can also bring civil 
action against the entity if the breach of personal data has resulted in an adverse event. 

How will Netsweeper comply with the GDPR?  
Trust is the foundation of our relationship with millions of people and businesses around the world using 
Netsweeper. We value the confidence our customers have placed in Netsweeper and take the 
responsibility of protecting your information seriously. 

Netsweepers Legal, Trust, and Privacy teams have carefully analyzed the GDPR and are undertaking the 
necessary steps to ensure that we comply. 

We will meet the requirements of the GDPR by 25 May 2018. 

Netsweeper Web Filtering Solution 
Netsweeper is a robust and highly scalable web filtering solution that can be configured to block access 
to websites known to harbor malware or inappropriate content. Netsweeper protects both wired, WiFi 
and mobile networks with a high level of granularity that Data Protection Officers can use to implement 
multiple acceptable use policies within an entity. 

What are your obligations under the GDPR?  
It is important to remember that you, as the business customer and the data controller, have specific 
legal obligations under the GDPR. 

You should be confident that any providers (data processors) which you work with have a highly robust 
approach to data protection, understand the obligations of the GDPR, and are well prepared to meet 
them. 

Remember, however, that no provider can offer to “solve” GDPR compliance for you.  

Netsweeper’s responsibility matrix sets out our approach to working together to keep your data secure 
and helps make clear Netsweeper’s responsibilities and our customers’ responsibilities. 

Netsweeper Responsibility Matrix 
Thousands of users around the world trust Netsweeper to protect their most important work. To earn 
that trust, we work hard to build secure products that admins like you can rely on. Here are some of the 
ways that we secure our architecture and networks. 

Distributed architecture 
Netsweeper’s architecture can distributes different levels of information across multiple servers and 
data centers. 

The nature of the Netsweeper’s architecture means access to any individuals information is restricted 
and cannot be accessed by anyone else. 

Secure networks 
Access to the production environment is restricted to only authorized IP addresses and passwords that 
are one way hashed. 
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Data in transit 
To protect data in transit between Netsweeper and end user, Netsweeper uses Secure Sockets Layer 
(SSL)/Transport Layer Security (TLS) for data transfer, creating a secure tunnel protected by 128-bit or 
higher Advanced Encryption Standard (AES) encryption. 

File data in transit between the user and Netsweeper is encrypted via SSL/TLS.  

To prevent man-in-the-middle attacks, authentication of Netsweeper front-end servers is performed 
through public certificates held by the client. An encrypted connection is negotiated before the transfer 
of any data and ensures secure delivery of the content. 

Data at rest 
Netsweeper files at rest are only accessible via secure username and password.  Files are potentially 
stored in multiple data centers each protected by sophisticated firewalls that are continuously 
monitored. 

Limit employee access to backend systems 
We know that when you, as a Netsweeper Administrator use the platform, you expect us to be 
responsible stewards of your data. As part of this responsibility, we make sure that Netsweeper 
employee access to our internal systems is strictly controlled. To start, access between our corporate 
and production networks is strictly limited. For example, production network access is SSH key-based 
and restricted to engineering teams requiring access as part of their duties.  Firewall configuration is 
tightly controlled and limited to a small number of administrators. Access to other resources, including 
data centers, server configuration utilities, production servers, and source code development utilities 
are granted through explicit approval by appropriate management.  A record of the access request, 
justification, and approval are recorded by management, and access is granted by appropriate 
individuals. 

Maintain employee security and privacy awareness 
Part of keeping our service secure is making sure that people who work at Netsweeper understand how 
to be security conscious and recognize suspicious activity. To that end, Netsweeper employees are 
required to acknowledge security policies prior to being granted systems access. Employees also take 
part in mandatory security and privacy training for new hires and annual follow-up training, and receive 
regular security awareness training via informational emails, talks, presentations, and resources 
available on our intranet. 

Customer Responsibilities 
Determining if Netsweeper is the right fit for your company’s needs is an important process. We 
encourage you to take the time to validate our practices, as you would with any other application. We 
can also provide access to additional documentation under a non-disclosure agreement to help you 
make an informed decision.  

Configure sharing and viewing permissions 
Netsweeper gives you flexibility to configure your account to support your security, collaboration, and 
privacy needs. Admins can review and modify these settings through the Web Admin Interface to reflect 
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their sharing or regulatory environment. For example, accounts can be configured to only provide view 
access of reports to specific users or groups.  

Strengthen authentication 
Strong authentication practices help keep your team’s data safe. Admins should review available 
authentication settings and enable those best suited to protecting their accounts.  

Single sign-on (SSO) 
If your company already manages password policies and authentication with a central identity provider, 
you may want to set up single sign-on for Netsweeper. By using your existing SSO provider, your team 
members don’t have to remember yet another password. More importantly, authenticating access to 
Netsweeper will be managed using the same password policies as other services at your company. 

Conduct regular access reviews 
Access to your team’s account should evolve as your team membership, internal roles, and devices 
change. You should frequently check to make sure that only appropriate people and devices have access 
to your account to help keep your information secure. Modifying or removing access is simple through 
the Web Admin Interface. 

Devices 
You and your team members should frequently review devices for Spyware or phishing infections and 
take appropriate actions to remedy the situation immediately. 

Monitor for unusual activity 
As a Netsweeper Admin, you can view and export reports that detail the events, authentication, and 
administrator activities. Admins should regularly review these activity reports to keep an eye out for any 
unusual activity and help keep your team secure. You may also want to consider using a third party SIEM 
or other monitoring integration to enhance your capabilities. 

Determine encryption needs 
Using strong and unique passwords on your devices and systems will also protect access to your 
Information. 

Netsweeper does not manage the encryption keys on behalf of our customers so it’s important to 
ensure a valid certificate and key is used. 
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