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While the internet provides students with incredible opportunity, it also 
comes with immense danger. 

Children face radicalisation, exposure to harmful and inappropriate 
content and cyberbullying online.   

The UK Department for Education has created online safeguarding 
requirements that set the standard for child protection. These 
requirements are intended to ensure that schools provide the 
necessary online protections to complement their overall safeguarding 
strategy.  

This document outlines how schools can ensure that they are meeting 
their safeguarding requirements and are providing the necessary 
online protection for their students.  

We’re here to help. If you have any questions about digital 
safeguarding or implementing monitoring, please don’t hesitate to 
contact the Netsweeper team. 

Introduction

In the UK, nearly 99% of 12 to 15 
year olds are online.“ “

HM Government. ‘Online Harms White Paper’ (April 2019)
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The Obligation of Schools 
to Protect Students 

Keeping Children Safe in Education 2020 
Schools in England must have a regard to the ‘Keeping 
Children Safe in Education’ statutory guidance when 
safeguarding and promoting the welfare of children in their 
care. In this section we review the items of the guidance that 
refer to appropriate filtering and monitoring. 

The KCSIE guidance outlines several core requirements that 
ensure students are being properly protected: 

• Ensure schools have appropriate filtering and monitoring 
systems in place. 

• Ensure that the filtering and monitoring systems are not “over 
blocking”, leading to unreasonable online restrictions. 

• The designated safeguarding lead (DSL) takes responsibility 
for safeguarding and child protection (including digital and 
online safety). 

• DSLs must understand and stay up to date on the risks 
associated with online safety 

• DSLs must be able to recognize the additional risks 
that children with SEND (special educational needs 
and disabilities) face online (which can include bullying, 
radicalisation and grooming) and have the capacity to 
support them. 

• Governors and proprietors must consider a whole school 
approach to online safety, including a policy on the use of 
mobile technology. 

W H I T E P A P E R

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/835733/Keeping_children_safe_in_education_2019.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/835733/Keeping_children_safe_in_education_2019.pdf


5

20.5 
hours a week are 
spent online by 
young people in 

the UK
Source: Ofcom (2018). Children and 

parents: media use and attitudes 
report 2018. 

The UK Safer Internet Centre 
The UK Safer Internet Centre, whose mission is to make the internet 
a better place for children and young people, has outlined specific 
features of appropriate filtering systems: 

• Ability to block illegal online content such as child sexual abuse 
content and illegal terrorism related content. 

• Ability to block specific categories of harmful content, such as 
violence, drugs, alcohol, pornography, etc. 

• Possesses modern filtering management features that ensure the 
efficacy of the filtering system. 

Furthermore, the UK Safer Internet Centre has also outlined specific 
features of appropriate monitoring systems: 

• Monitoring users for content that indicates problematic and high-risk 
online interactions. 

• Possesses modern monitoring management features that ensure the 
efficacy of the monitoring system. 

These requirements are outlined in greater detail in the section 
“Meeting the Requirements”. 

N E T S W E E P E R  F O R  S T U D E N T  S A F E G U A R D I N G  A N D  M O N I T O R I N G 
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The Prevent Duty 
The Prevent Duty 2015 outlines the responsibilities of schools to 
protect children from being radicalised and drawn into terrorism: 

• Specified authorities are expected to ensure children are safe from 
terrorist and extremist material when accessing the internet in school, 
including by establishing appropriate levels of filtering 

• Specified authorities will need to demonstrate that they are protecting 
children and young people from being drawn into terrorism by having 
robust safeguarding policies in place to identify children at risk and 
intervening as appropriate 

This further strengthens the need for having systems in place that can 
identify terrorism related online activity and provide opportunities for 
early intervention.

In a large survey of young 
people who had been 
cyberbullied, 41% had 

developed social anxiety, 37% 
had developed depression, 26% 
had suicidal thoughts and 25% 

had self-harmed. 

“

“

Ditch the Label (2017). ‘The Annual Bullying Survey 2017’

W H I T E P A P E R
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20%
of children 

aged 11 to 19 
reported have 
experienced 
cyberbullying 

in 2017
Source: NHS Digital (2018). 

Mental Health of Children and 
Young People in England, 2017.
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Meeting the Requirements

Appropriate Filtering
Within the UK, the Keeping Children Safe in Education statutory guidance 
defines what’s required to appropriately filter in the education setting. Use 
the checklist below to confirm you’re meeting these core requirements.

Are IWF members 

Block the IWF URL list 
Integrate the ‘the police assessed list of unlawful terrorist content, 
produced on behalf of the Home Office’ 

Block the CTIRU terrorism list 
Integrate the ‘the police assessed list of unlawful terrorist content, 
produced on behalf of the Home Office’ 

Age appropriate, differentiated filtering 
Includes the ability to vary filtering strength appropriate to age and role  

Circumvention 
The extent and ability to identify and manage technologies and techniques 
used to circumvent the system, specifically VPN, proxy services and DNS 
over HTTPS   

Control 
Has the ability and ease of use that allows schools to control the filter 
themselves to permit or deny access to specific content
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Filtering Policy 
The filtering provider publishes a rationale that details their approach to 
filtering with classification and categorisation as well as over blocking 

Group / Multi-site Management 
The ability for deployment of central policy and central oversight or dashboard  

Identification 
The filtering system should have the ability to identify users   

Mobile and App content 
Mobile and app content is often delivered in entirely different mechanisms 
from that delivered through a traditional web browser.  To what extent does 
the filter system block inappropriate content via mobile and app technologies 
(beyond typical web browser delivered content)  

Multiple language support 
The ability for the system to manage relevant languages  

Network level 
Filtering should be applied at ‘network level’ ie, not reliant on any software on 
user devices  

Reporting mechanism 
The ability to report inappropriate content for access or blocking  

Reports  
The system offers clear historical information on the websites visited by your users  
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Appropriate Monitoring 
Monitoring student activity online, in addition to filtering, introduces 
an additional level of student safeguarding by providing you with the 
opportunity to be proactive when a student is at risk.

Monitoring involves both internet usage monitoring, the type that is 
provided by standard web content filtering platforms, as well as active 
monitoring, and involves specialized technology that can scan the internet 
content students are viewing and posting online. 

Active monitoring takes student protection “beyond the URL” by looking at 
online content (not just web addresses) and includes activity that might not 
be posted online, like writing a document, making notes on a computer, 
or even playing a game. As with web content filtering, there are standards 
that provide a baseline of functionality and should be in any monitoring 
solution.

Use the checklist below to confirm your monitoring technology is providing 
the required functionality.

26%
of children 

presented to the 
hospital following 

self-harm had 
viewed self-harm 

and suicide 
content

Padmanathan, P. et. al. (2018). 
Suicide and Self-Harm Related 

internet Use.  

W H I T E P A P E R
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Does your existing monitoring system meet the requirements?

Age Appropriate 
Are you able to customise your monitoring system based on age? 

BYOD (Bring Your Own Device) 
Does your monitoring system monitor beyond school hours and location? Is 
it capable of monitoring mobile devices and app technologies not owned by 
the school? 

Data Retention  
Is it clear what data is stored where it is physically stored, and for how long? 

Devices  
If it’s required for software to be installed on devices, is the monitoring system 
clear about devices and operating systems it covers? 

Flexibility 
Is it easy to add or remove keywords? 

Group/Multi-site Management 
Are you able to deploy a central policy, central oversight or dashboard? 

Monitoring Policy 
Are users made aware that their online access is being monitored? Does the 
technology provider provide advice or guidance to support schools? 

Multiple Language Support 
Does your monitoring system manage the languages relevant to you? 

Prioritisation of Alerts 
Are alerts prioritised in order to help respond to immediate issues?  

Reporting 
Are alerts recorded, communicated and escalated appropriately? 

1

2

3

4

5

6

7

8

9

10

N E T S W E E P E R  F O R  S T U D E N T  S A F E G U A R D I N G  A N D  M O N I T O R I N G 



12

About Netsweeper

Netsweeper Student Protection Ecosystem 
Netsweeper for education empowers teachers by blocking harmful and 
distracting content, while allowing access to information and ideas that 
enable learning. 

nFilter - Industry Leading Content Categorisation 
Students can browse the web freely, only being stopped when truly 
harmful content is encountered 

nClient - 1:1 Program Support 
Safely allow students to take devices home, knowing they are protected 
by Netsweeper’s client technology for endpoint protection

Tailored Protection Policies 
Granular controls enable schools to tailor the filtering service for their 
specific needs, meaning that as students mature, they can be allowed 
to access more mature content 

Netsweeper is the leading safeguarding platform that protects students 
without hindering their access to information and ideas online. 

Netsweeper OnGuard 
Netsweeper has developed cutting edge technology to extend student 
protection beyond URL filtering. 

With increased awareness of student wellbeing, mental health, and 
online risks, OnGuard provides educators with a powerful tool for 
detecting students in need. 

OnGuard provides schools with the ability to monitor student activity 
online, looking for signs of students who are being bullied, struggling 
with their mental wellbeing, or being targeted for criminal or terrorist 
activity. 

W H I T E P A P E R
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Scan Content Online and Offline 
OnGuard scans all student activity on school devices, including 
applications that do not use the network 

See What They See 
When an incident triggers OnGuard, a screenshot of the student 
desktop is taken, providing valuable content 

Compliments Filtering 
OnGuard is built directly into the Netsweeper platform, meaning you 
only need one product to satisfy your online Safeguarding needs 

Other Key Features 
• Support for Win, Mac iOS, Android, Chrome 

• Fully customizable reporting 

• Per-user filtering with directory integration 

• HTTPS decryption 

• Real-time content classification in all languages and categories 

• Social media/web application controls 

• Highly scalable 

• Multi-tenanted solution 

Contact Us 
To arrange for a free, no-obligation demonstration of OnGuard or to 
ask any questions, please contact us. 

Tel: +44 0113 397 0453 

Email: Sales@netsweeper.com 

www.netsweeper.com 

N E T S W E E P E R  F O R  S T U D E N T  S A F E G U A R D I N G  A N D  M O N I T O R I N G 
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Netsweeper Canada 
Suite 302,
140  Columbia Street West, 
Waterloo, Ontario, Canada, 
N2L 3K8
Phone: 1-519-772-0889
Toll Free: 1-866-395-7131 

Netsweeper UK 
Suite 125-126, 
4100 Park Approach,
Thorpe Park, Leeds,
LS15 8GB, United Kingdom
Phone: +44(0) 1442 800 172

Netsweeper Digital Security 
Private Limited
302, FM House, Anna Salai, 
Teynampet Chennai, 
Chennai - 600006, 
Tamilnadu, India
Phone: 44 24361030

Netsweeper Middle East 
F110-02, HQ Building, 
Dubai Silicon Oasis,
Dubai, UAE 
Phone: +971 (05) 55368 565

Netsweeper Cooperatief U.A. 
The Hague Security Delta, 8th Floor
Wilhelmina van Pruisenweg, 
104 2595 AN The Hague, 
The Netherlands


