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Cybercrime is on the rise as people rely 
more on the Internet
As corporations and individuals rely more and more on the internet 
for information and online technologies to run their businesses and 
daily lives, cybercrime continues to grow as a major security threat. 
Research shows that cybercrime and computer crime costs will reach 
$6 trillion annually by 2021. Cyberattacks are the fastest growing crime 
in the U.S. and October is designated as National Cyber Security 
Awareness Month to help raise awareness around this critical issue.

Cybercrimes can be defined as: 

“Offences that are committed against individuals or groups of 
individuals with a criminal motive to intentionally harm the reputation 
of the victim or cause physical or mental harm, or loss, to the victim 
directly or indirectly, using modern telecommunication networks such 
as internet (networks including chat rooms, emails, notice boards and 
groups) and mobile phones (Bluetooth/SMS/MMS). 1  

As new threats are constantly emerging, law enforcement, public 
organizations, and individuals must keep up with new technologies 
to understand how they can be used as tools for fighting cybercrime.  
This whitepaper will help you understand how data breaches occur and 
what you can do to defend yourself.

Introduction

6 
trillion USD 

cybercrime to 
cost annually 

by 2021”
Source: Cybersecurity Ventures

1  Halder, D., & Jaishankar, K. (2011) Cybercrime and the Victimization of Women: Laws, Rights, and Regulations. Hershey, PA, 
USA: IGI Global. ISBN 978-1-60960-830-9

C Y B E R C R I M E  A N D  I N T E R N E T  S E C U R I T Y
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Types of Cybercrime

Botnets 
The name ‘botnet’ comes from ‘robot’ and ‘network.’ These 
are used to distribute Denial of Service Attacks (DDoS) to 
steal data or send spam while allowing the attacker to access 
the device and its connection. 

Cyberbullying 
Bullying that occurs on an online platform (e.g. social media 
sites and applications such as Facebook, Twitter, Instagram, 
and Snapchat) or through electronic communication devices 
(e.g. WhatsApp, text messages).

Identity Theft 
It is essential to be cautious when giving out personal 
information and on what platform you give it out on - including 
to be careful when posting on social media. There are many 
types of frauds and scams online, so keep details about your 
social insurance card, passport and birth certificate offline 
or only use on secure networks and sites. When performing 
online transactions, make sure the site is secure, has a 
privacy policy, and the company is reputable and regularly 
check your monthly statements for any unapproved or missing 
transactions.

W H I T E P A P E R
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Malware 
Malware is malicious software, program, or file that is 
considered harmful to a computer user. Malware can 
include computer viruses, worms, Trojan horses, and 
spyware.  Malware can steal, encrypt, or delete sensitive 
data. It can also alter, hijack, and monitor a computer 
user’s activity without their knowledge or permission.

Text / Email Phishing Scam 
These are scams that attempt to convince you to input 
personal information. These messages are disguised 
to appear legitimate to persuade you to send detailed 
information in response to an urgent request requiring 
your immediate attention - as soon as you click on a link or 
reply to the message, whoever sent it gains access to your 
personal information (contacts, accounts, passwords).

Ransomware
Ransomware is a malicious software designed to 
deny access to a computer system or data with either 
encryptors or screen locks, until the victim pays a ransom 
fee to the attacker. Ransomware is commonly spread 
through phishing emails or by victims (both individuals and 
organizations) visiting an infected website unknowingly.  
Not clicking on links or attachments from unknown 
senders and making sure your operating system is up to 
date are a few ways you can protect yourself. 

126%
increase of 

personal records 
being stolen by 
hackers from 
2017 to 2018

C Y B E R C R I M E  A N D  I N T E R N E T  S E C U R I T Y
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Cybercrime Statistics 2019

Hacker attacks occur every 39 seconds, affecting 1 in 3 Americans 
each year (Clark School of Study at the University of Maryland). 

• 43% of cyber-attacks target small businesses

• Data breaches cost companies millions of dollars each year 

• 2018 hackers stole half a billion personal records - a 126% increase 
since 2017 

• Over 75% of the healthcare industry has been affected with malware 
over the last year 

• By 2020, there is estimated to be 200 billion connected devices 

• 95% of security breaches are due to human error 

• Most data breaches are undetected for almost six months (Equifax, 
Capital One, and Facebook for example) 

• 46% of bitcoin transactions involve illegal online activity

• The average time to identify a data breach is 196 days (IBM Security) 

43%
of cyber-attacks 

target small 
businesses

W H I T E P A P E R
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How to Protect Yourself

Who hasn’t experienced a phishing email from their 
financial institution or iCloud account? Won a competition 
they didn’t enter? Downloaded a free tool to clean your 
computer or an application for entertainment? These 
emails contain harmful links and if clicked on by an 
uninformed individual, can download malware onto their 
device.

Social media’s sharing culture has allowed for plenty of 
people to fall prey to cybercrime activities. Being sure that 
your information is not easily accessible is a significant 
step towards staying safe online - the importance of this 
needs to be stressed to youth consistently. 

Below is a list of suggestions of how to protect 
yourself from cybercrime -

• Be sure your protection is up to date and that sensitive 
transactions occur over a secured network

• Use strong passwords and change them a few times a 
year

• Be social media savvy - be aware and selective with the 
information and content shared online

• Protect e-identity - be sure to be on a secure network 
and webpages when entering personal information  

• Avoid being scammed by not opening, replying, or 
clicking links from unknown senders 95%

of security breaches 
are due to human error

Remember to report any 
strange and threatening emails, 
applications, or messages 
requesting your personal 
information by making note 
of them and then sharing the 
information with the appropriate 
authorities as a means to protect 
yourself and others (this could be 
your IT manager or could be the 
local police). 

If you find your information or 
device has been compromised, 
the impact can be reduced if you 
realize and act on information 
quickly. For example, security 
alerts come via email and text 
from certain financial accounts, 
as an indication that there is 
irregular activity being attempted 
on accounts with your identity 
and should not be ignored. 

C Y B E R C R I M E  A N D  I N T E R N E T  S E C U R I T Y
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How to Protect Your 
Business Assets

Being online is now necessary as it has become the primary source 
of communication and it allows businesses to operate and reach their 
audience. 

By following the suggestions below to be proactive, not reactive in your 
company’s security strategy, you can potentially avoid being the victim 
of a cyberattack. 

Below is a list of suggestions on how to stay safe from 
cyberattacks - 

• Recognize the types of sensitive information you have and need 
to protect, is an excellent start to protecting your business assets 
(intellectual, financial, personal / client information, credentials)

• Take time to educate employees on how to protect company data 
- credit card information, attachments in emails, and changing 
passwords frequently is necessary 

• Confirm that there is an active firewall in place and that systems are 
compliant. Hosting should have patching/security vulnerabilities

• Hardware should be secured (laptop, phone, credit cards)

• Hire an expert to evaluate risks and protect your data 

• Many applications and systems offer the option of adding a layer of 
security when you log in (multi-factor authentication and biometric 
log-in systems, back up data, change passwords often, keep 
operating systems up to date, use of antivirus software)

• Being aware of the different types of threats and reporting when you 
see suspicious information right away can assist in preventing or 
stopping an attack 

75% +
of the healthcare 

industry has 
been affected 
with malware 

over the last year

W H I T E P A P E R
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Conclusion

Cybercriminals are indiscriminate - when they find a weakness, they 
will exploit it and the amount and variety of crimes is increasing at an 
alarming rate. 

Mobile devices, operating systems, personal computers, and company 
devices should all have up to date operating systems and active 
firewalls and anti-virus / malware protection in place. 

There are countless opportunities for attackers to have some form 
of effect on you, someone you know, a company you work at, or a 
corporation that stores your information. Cybercrime occurs multiple 
times a minute, in various capacities across the globe. 

One of the best forms of protection is to take time to understand the 
threats you are facing and take the correct steps to prevent them. 
Taking steps to protect yourself, children, and loved ones will assist in 
staying safe from cybercrime predators while on and offline. 

As new trends are constantly emerging, law enforcement must keep 
up with new technologies to understand the possibilities they create for 
criminals and how they can be used as tools for fighting cybercrime. 

C Y B E R C R I M E  A N D  I N T E R N E T  S E C U R I T Y
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About Netsweeper

Netsweeper is a leading provider of application and internet content 
classification and filtering solutions for businesses, educational 
institutions, government organizations, service providers, carriers, and 
OEM partners around the world. The Netsweeper platform provides 
web security tools necessary to enforce compliance and protect users 
from harmful and malicious online content. 

Best known for our web content categorization technology, we 
use artificial intelligence technology to scan and assign content to 
categories automatically in real-time, without human intervention.

Founded in 1999, Netsweeper is headquartered in Waterloo, Ontario 
with offices in the UK, Dubai, India, and the Netherlands, plus 
additional distributors in Australia, the United States, Middle East and 
South America.

If you have any questions about cybercrime or implementing a security 
solution, please don’t hesitate to contact the Netweeper team.

Tel: +1-519-772-0889

Email: sales@netsweeper.com 

Web: www.netsweeper.com/contact

W H I T E P A P E R
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Additional Resources

NICCS - https://niccs.us-cert.gov/national-cybersecurity-awareness-
month-2019

Homeland Security - https://www.dhs.gov/national-cyber-security-
awareness-month

https://en.wikipedia.org/wiki/Cybercrime

https://www.canada.ca/en/services/policing/police/crime-and-crime-
prevention/cybercrime.html

https://www.interpol.int/en/Crimes/Cybercrime

https://www.cpomagazine.com/cyber-security/cyber-criminals-have-
turned-social-media-cyber-crime-into-a-3-billion-business/

https://www.getcybersafe.gc.ca/cnt/rsrcs/csam/thms-en.aspx#wk4

https://www.csoonline.com/article/3205253/the-rise-and-rise-of-
cybercrime-as-a-service.html

https://www.encorebusiness.com/blog/3-best-things-protect-business-
cyber-security/

https://techjury.net/stats-about/cybercrime/

C Y B E R C R I M E  A N D  I N T E R N E T  S E C U R I T Y
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Netsweeper Canada 
4-156 Columbia Street West, 
Waterloo, Ontario, Canada, 
N2L 3L3
Phone: 1-519-772-0889
Toll Free: 1-866-395-7131 
Fax: 1-519-722-0896

Netsweeper UK 
Suite 125-126, 
4100 Park Approach,
Thorpe Park, Leeds,
LS15 8GB, United Kingdom
Phone: +44(0) 1442 800 172

Netsweeper Digital Security 
Private Limited
302, FM House, Anna Salai, 
Teynampet Chennai, 
Chennai - 600006, 
Tamilnadu, India
Phone: 44 24361030

Netsweeper Middle East 
F110-02, HQ Building, 
Dubai Silicon Oasis,
Dubai, UAE 
Phone: +971 (05) 55368 565

Netsweeper Cooperatief U.A. 
The Hague Security Delta, 8th Floor
Wilhelmina van Pruisenweg, 
104 2595 AN The Hague, 
The Netherlands


